Energy Management Protocols
The 4E Electronic Devices and Networks Annex (EDNA) provides policy guidance to members and other governments aimed at improving the energy efficiency of connected devices and the systems in which they operate.  EDNA is focussed on the increased energy consumption that results from devices becoming connected to the internet, and on the optimal operation of systems of devices to save energy.
This briefing summarises the EDNA Guide to Energy Management Protocols, which is a resource for policy makers.  Energy management protocols reside in the ‘application layer’ and provide a common language for end-use devices and smart appliances to communicate, for the purposes of reducing energy consumption and providing demand flexibility to the electricity grid.  The guide gives an overview, description and categorisation of protocols, their relevance to energy management, and details of market uptake.  As the publication is a guide, it does not contain significant policy recommendations for policy makers.  
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· The overall efficiency of the electricity system can be greatly improved by smart and ‘demand flexible’ devices.  For example, these can reduce energy consumption within a building, if they are controlled by sensors and smart algorithms.  Demand flexible devices can respond to variations in the supply of electricity from renewable energy sources, as well as reacting to constraints experienced by the electricity grid.  
· In order to realise the energy saving and demand flexibility benefits of smart devices, they need to be able to communicate using energy management protocols.  These protocols exist in the application layer of the OSI protocol stack and allow a ‘common language’ to be spoken.  They are not to be confused with protocols that reside in the network,  datalink and physical layers, such as WiFi, Bluetooth and Zigbee.  
· [bookmark: _Toc104290111]Energy management protocols carry information (in both directions) which is used to  increase or decrease device energy consumption, schedule device operations, provide electricity price information, report a device’s operating state, etc.  
· Of particular importance are protocols which directly support demand flexibility – these include OpenADR, IEEE 2030.5, EEBUS and ANSI/CTA-2045.  For electric vehicle chargers, protocols such as OCPP and OSCP are becoming widespread.  
· Energy management protocols should not be proprietary – they should be ‘open’ in order that devices are easily able to communicate with third parties.  
· It is also important that energy management protocols include robust cybersecurity, so that devices cannot be accessed by malicious third parties.  
Angela – for image on right – can these be ‘intermeshing gears’ rather than hexagons?  Also with a little icon to represent each item?  




More Information
The EDNA report and further information is available from the EDNA website and by contacting the EDNA operating agent at steve@beletich.com.au      March 2024

Key Findings
Categorisation of protocols 
The key energy management protocols are listed and categorised in the table below.
	Protocol
	Author
	Purpose
	Open
	License required
	Market presence
	Cybersecurity

	Device energy management protocols 

	OpenADR
	OpenADR Alliance
	Load control
	Yes
	No
	Established
	Yes

	IEEE 2030.5
	IEEE
	Load control
	Yes
	No
	Growing
	Yes

	EEBUS
	EEBUS Initiative
	Smart grid
	No
	No
	Implemented by range of  manufacturers
	Yes

	EV Charging protocols 

	OCPP
	Open Charge Alliance
	Aggregated control of EV chargers
	Yes
	No
	De-facto open standard
	Yes

	OSCP
	Open Charge Alliance
	EV charger details for OCPP
	Yes
	No
	Association with OCPP may help uptake
	Yes

	Building, industrial and home automation protocols 

	BACnet
	ASHRAE
	Building automation
	Yes
	No
	Substantial
	Yes

	Modbus
	Modbus Organisation
	Device monitoring and control
	Yes
	No
	Substantial
	Yes

	Matter
	Connectivity Standards Alliance (CSA)
	Home automation
	Yes
	Yes
	Developing
	Yes

	KNX
	KNX Association
	Home automation
	Yes
	Yes
	Substantial
	Yes

	Internet of things protocols 

	CoAP
	IETF
	Low-power M2M IoT
	Yes
	No
	Established
	Yes

	MQTT
	OASIS
	Small microcontroller IoT
	Yes
	No
	Established
	Yes



[image: Cyber security  Icon]Cybersecurity
Cybersecurity for smart and demand flexible devices is currently the subject of considerable attention by governments, standards bodies and industry associations.  Devices that don’t implement data encryption, access control and other cryptosecurity requirements risk allowing access to malicious entities.  In the US, NREL have developed the Distributed Energy Resource Cybersecurity Framework and the NIST cybersecurity framework aims to help organizations better understand and improve their management of cybersecurity risk.  Singapore has developed a cybersecurity labelling program for connected devices and the US has announced the intention to introduce a similar scheme.
Interoperability
Using open protocols for interoperability of devices is key to the success of demand flexibility.  This is the subject of a separate EDNA report and policy brief [link when published].
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