Blockchain Energy Consumption
The 4E Electronic Devices and Networks Annex (EDNA) provides policy guidance to members and other governments aimed at improving the energy efficiency of connected devices and the systems in which they operate.  EDNA is focussed on the increased energy consumption that results from devices becoming connected to the internet, and on the optimal operation of systems of devices to save energy.
This briefing summarises the key findings of a report entitled Blockchain Energy Consumption - An Exploratory Study.  This report was commissioned by the Swiss Federal Office of Energy and contains a detailed analysis of blockchain, its possible use for cryptocurrencies and beyond, and the resulting energy consumption.
The findings of the report are sufficiently close to EDNA’s work on the digitalisation of the energy system that EDNA Members consider that these should be brought to the attention of policy makers globally.  
Observations for Policy MakersReprinted with the author’s permission: Prof. Dr. Tim Weingärtner, Lucerne University of Applied Sciences and Arts

· A blockchain is a public digital ledger which can be used to verify the ownership of a unit of cryptocurrency as well as many other digital or physical assets.  
· Each change in asset ownership is recorded in the blockchain, and each transaction is validated by volunteer computers (nodes).
· Many cryptocurrencies use a ‘proof-of-work’ mechanism to perform the validation and this requires enormous computing power, which results in substantial electricity consumption.  More than 100 TWh p.a. is currently used (and growing) - equivalent to the entire electricity consumption of the Netherlands.   
· For Bitcoin, nodes that undertake the proof-of-work are rewarded with new Bitcoins - known as Bitcoin mining.  Dedicated computers are used for this purpose and these are often containerised and moved to locations where electricity is cheapest (and often dirtiest).  
· Alternatives to proof-of-work mechanisms exist, which use very little energy, for example ‘proof-of-stake’.
· Enacting policies to tackle cryptocurrency energy consumption is complicated by the lack of any central authority that can be held responsible. 
· [image: Inside KnC Miner data center in Boden]Blockchains are also used to verify the ownership of digital and real-world assets (such as artwork and real-estate).  In these examples, the asset is ‘tokenised’ and this allows it to be bought, sold and traded more efficiently, either in its entirety or fractions of it, whilst reducing the probability of fraud.
· Blockchains also have several advantages when used for decentralised finance, revenue hedging and even in the trading of energy.  In these examples, blockchains can employ ‘smart contracts’, which can trigger transactions based on external parameters (for example electricity meter readings).
Graphic showing hundreds of servers --->  
More Information
The Swiss report is available from this link.  For further information please contact the EDNA operating agent at steve@beletich.com.au      February 2022


Key Findings
The Blockchain Explained 
A blockchain is a set of digital records, called blocks, that are linked together using encryption.  Participating computers (nodes) store a copy of the blockchain.  Blocks, which contain information about recent transactions, are added at regular intervals, and each added block also contains encrypted information linking it to the previous block - thus forming an irreversible ‘blockchain’.  
[image: ]
How Cryptocurrencies Employ the Blockchain 
· Each unit of cryptocurrency is publicly associated with a specific account number.  The ownership of each unit can change hands, for example when a transaction occurs to buy a product or service.  These cryptocurrency transactions are bundled and processed in batches, at the end of a set interval of time (approx. 10 minutes for Bitcoin).
· After each interval, a new ‘block’ of digital transaction records is created, recording all the transactions that occurred during the interval.  Each new block is added to the blockchain and published, which gives full visibility of how and when each particular unit of cryptocurrency was transacted. However, this is achieved without the oversight of a central authority.
· Bitcoin and some other cryptocurrencies use a ‘proof-of-work’ mechanism to verify transactions.  A block of transactions is verified by participating computers (nodes) which solve an encryption puzzle.  This involves a brute force, trial-and-error computing effort.  
· The nodes that perform this Herculean task are rewarded with transaction fees as well as a number of ‘new’ Bitcoins (for the node that finds the correct solution).  This process of bringing new Bitcoins into circulation is known as ‘Bitcoin mining’.
Some Cryptocurrencies Result in Excessive Energy Consumption 
· The proof-of-work mechanism requires enormous computing effort to solve the encryption puzzle, which results in very large energy use.  Bitcoin alone currently consumes more than 100 TWh per year.  
· Rising cryptocurrency prices incentivise miners and result in the use of more complex encryptions, requiring increased computing resources.  Any efficiency gains within the mining hardware are quickly eaten up by increased mining - the long-term energy consumption equilibrium only depends on the price of the cryptocurrency and not on the mining efficiency.
Potential Technical Solutions 
· In order to reduce the energy consumption of blockchains and cryptocurrencies, it is necessary to move away from proof-of-work verification mechanisms, as these will always rely on brute computing power.  
· [image: ]Alternatives verification mechanisms exist that consume less energy, with the most promising known as ‘proof-of-stake’.  In this mechanism, nodes stake a minimum amount of cryptocurrency in order to become validators which are then selected by an algorithm and are awarded cryptocurrency.  A proof-of-stake mechanism has negligible energy consumption compared to proof-of-work - thus energy savings of more than 100 TWh per year would result from switching to proof-of-stake.

image2.emf
immutable

transparent a distributed
%)

&
L 4
anonymous (/) consensual

programmable









  F e d e r a l   D e p a r t m e n t   o f   t h e   E n v i r o n m e n t ,   T r a n s p o r t ,   E n e r g y   a n d   C o m m u n i c a t i o n s   D E T E C   S w i s s   F e d e r a l   O f f i c e   o f   E n e r g y   SFOE  E n e r g y   R e s e a r c h   a n d   C l e a n t e c h   D i v i s i o n    Final report dated 27 September 2021      B l o c k c h a i n   e n e r g y   c o n s u m p t i o n   A n   e x p l o r a t o r y   s t u d y                  

 

 

Source: Tim Weingärtner, 2021   


image3.jpeg




image4.emf
Genesis block @ Timestamp Block 1 ® Timestamp

Block 2 ® Timestamp Block 3
01101 01101
ﬁéﬁ Nonce o Nonce nen Nonce
— S A A Hash 1 Aa A Hash2 Aa
— as| as
— @ Hash 0 @ Hash 0 @ @ Hash 1 @ (@
| |
Transactions Transactions

Transactions

([ T I
A |





Steven Beletich





Steven Beletich





Steven Beletich





Steven Beletich





Steven Beletich










 

12/40 

hash) for a block of transactions are able to publish them on the distributed ledger. Its principle has  been engraved into Bitcoin since its inception: “The proof-of-work involves scanning for a value that  when hashed, such as with SHA-256, the hash begins with a number of zero bit” (Nakamoto 2008).  Due to the PoW, participating in the consensus mechanism is associated with effort and costs; the  specialised nodes performing this Herculean task need to be incentivised to do so (Sedlmeir et al.  2020a). The Bitcoin protocol foresees two types of such financial incentives: For one, the node finding  the correct hash receives from each of the transactions that were bundled together in the block  transaction fees. Additionally, the same node receives a block reward, in form of a predefined (and  over time diminishing) number of new BTCs per new block. Citing again the original Bitcoin paper:  “This adds an incentive for nodes to support the network, and provides a way to initially distribute  coins into circulation, since there is no central authority to issue them. The steady addition of a  constant of amount of new coins is analogous to gold miners expending resources to add gold to  circulation. In our case, it is CPU time and electricity that is expended. The incentive can also be  funded with transaction fees. If the output value of a transaction is less than its input value, the  difference is a transaction fee that is added to the incentive value of the block containing the  transaction” (Nakamoto 2008). Due to this analogy, the ‘specialised nodes’ we kept mentioning so far  are called miners in the Bitcoin jargon.  Once a miner finds a suitable nonce and thus a hash of the required form, they add it to their local  copy of the ledger and make it public on the Bitcoin network. All other nodes of the Bitcoin network  (currently around 12,000) can trivially verify the claim of the miner, by performing once the one-way  function on the block with the corresponding nonce. Being accepted by a majority of nodes in the  network is the implicit consensus mechanism that makes the new block (and all transactions contained  in it) accepted; and also what keeps the distributed copies of the same ledger consistent. Miners, of  course, are in competition to each other for finding a suitable nonce and gain both block reward and  transaction fees. Once the new block was found and added, the race restarts for the finding a nonce  for the new block, and so on. 

 

Figure 1 Schematic structure of a blockchain, showing how each block contains not only its own hash value (with the appropriate number 

of leading zeroes, for which a suitable nonce had to be found first), but also the hash value of the previous block. Source: Swiss 

Foundation for Technology Assessment (TA-Swiss), illustration: Hannes Saxer. Reprinted with permission. 

The distributed ledgers behind Bitcoin and other cryptocurrencies are thus sequences of blocks added 

by various miners in their eternal race for the next nonce, and accepted by the other nodes of the 

mechanism. It remains to be seen why the technology is a chain of blocks, and thus called 

‘blockchain’. This is in fact due to the structure of the individual blocks: they contain not only the 

bundled transactions, the nonce, the own hash, a timestamp and some metadata, but also the hash 

value of the previous block (Braun-Dubler et al. 2020), which acts as a pointer and is thus called 

‘hashpointer’. This structure, schematically shown in Figure 1, adds to the security of the system, as it 

prevents later changes to the ledger: If a block somewhere in the ledger were to be changed, the next 

block would no longer entail its correct hash, and it would need to be modified as well (including the 

search for a new nonce satisfying the leading zeroes condition of the current block), and so on; all 

subsequent blocks would need to be recomputed. Given how difficult it is to find the correct nonce for 
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